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Why discuss pentests in a 
SCADA context: Reasons

• It has good entertainment or drama value: 
–Seeing is believing

• CSO need budget boost?
• Political fight between CIO / IT operations and 

the people running the process IT system?
• Used to arm wrestle with the vendor?
• Security researchers / consultants on a PR 

trip?
• Technical hubris?
• Real reasons: e.g. changes in IT landscape, 

moving from island to full integrations with 
business IT systems.
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Caveat emptor!
• Obtaining security-by-testing is a broken perception

–  test cases might be incomplete or wrong
–  tests might not reflect original or contemporary risk 

analysis
–  testers might not be skillful enough or having a bad day
–  test tools might not work as anticipated
–  Usage of another IP adress, other user name or different 

software version might render very different results
–  etc

• But the alternatives are not realistic...
– Security-obtained-because-software-based-on-standards
– Pipe dreams, i.e. flawlessly designed software 

maintained by flawless operators
– Certification will ensure all security bugs are non-existent. 

Yeah, right....
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The problems with pentests
• Many automated tools... 

–...is unfit to use in that sensitive environment, 
e.g. to demanding

–...is not transparent, hence can you trust the 
software you plan to run 

–...does not include support for that old 
vulnerabilities

–...certainly is not capable of testing that 
proprietary protocol

–...does not provide the answers to some of the 
fundamental quesitons, e.g. quality of risk 
assessment

• The lack of positive results does not 
equal a secure system
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Technical assessments
• Can include pentest parts, but also 

includes
–visual checks of physical & logical setup
–manual checks of system/application/

infrastructrure setup & configuration
–interviews sometime reveal more than 

technical tests, e.g. politics behind design 
decisions.

• The important part here is that audit/
assessments are much more than 
pentests alone
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Information sharing

“The good guys have CERT, and the bad 
guys have IRC. Game over”

Marcus Ranum, anno 1995

Interpretation: We are always lagging behind 
in terms of knowledge of the latest 
vulnerabilities, or having the option to schedule 
an update window for the latest patches, etc

This, of course, is not only valid for pure 
information, but more imporantly for source 
code, attack tools, etc. 
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Open vs unpublished 
research

• Since SCADA security is labled Critical 
infrastructure & National security 
government labs vulnerability findings will 
not end up in an open source vulnerability 
scanner near you, hence you will not find 
all flaws even with the latest scanner 
version.

• SCADA/PCS vendors still have a long way 
to go to understand Internet age 
vulnerability handling, e.g. rapid response, 
being able to co-operate with flaw finders, 
having the right mindset for open or honest 
discussions with customers or third parties.
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How to run the tests
• Black box & unannounced <-> White 

box & in cooperation with responsible 
staff on-site 

• In a live environment some extra 
precautions must be taken: 
–Just target single-nodes in HA setups, ie 

netscans are dangerous
–Using debug or test features of the setup
–Some equipment might need to be disabled 

during the test session
–Having people (vendor reps, operators, etc) 

on-call to be able to switch to manual 
routines or disaster recovery 
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Summary
• Doing pentests is really great, if.....

–...done for the right reasons
–...the right precautions and safety measures 

are done
–...if you’re ready to test your disaster recovery 

plan
–...having the right tests cases, right selection 

of tools and relevant checks
–...and using the methodology, still knowing that 

its built-in drawbacks

• The results from pen tests is more useful 
if combined into a more complete 
technical assessment
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Still people rely on the 
obscurity factor
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