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p fran trovardiga kallor
p spam
p phishing

Maill ROMAB
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p trovardiga kallor
p fallsropar
4 ad natverk

4 iframes

4 flash

WAWAWY ROIIAS
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p internet explorer
p firefox

p chrome

) safar

p opera

webblasare ROMAR




p uppdateras allt fortare
4 flera versioner underhalls parallellt
4 anvandare tror offtast att bara den senaste galler

4 VI dr pavag bort fran versionsnummer

W@bblasares Version  romas




p vanlig surf
4 valfri lasare
p myndighetssurt
4+ INTE valfri lasare

val av webdlasare ROMAR




Valj inloggningssatt

FOor den tjanst du har valt kan du valja mellan att logga in med din
e-legitimation eller din personliga kod fran CSN.

Har du problem att logga in? Las mer under Vanliga fragor i menyn till
vanster.

p csn

4 e-legitimation

Med e-legitimation kan du anvanda alla tjanster i Mina sidor.

4 personlig kod

Logga in med personlig kod fran CSN

> Personlig kod

Robert Malmgren AB

myndignheter ROMAB
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} skatteverket Skriv ut personbevis

Tjdnsten &r dppen varje dag mellan klockan 07:00-24:00. Mandagar mellan
klockan 20:00-20:15 &r tjdnsten stdngd for tekniskt underhall,

4+ c-legitimation

Logga in med legitimation fran

e BankID®&'
e Nordea '
. B[LB eller Telia &'

myndigheter ROMAB
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ey Logga in
p fOrsakringskassan - °

* e— | egltl ma_U O N Logga in med e-legitimation fran:

- BankID Las mer om vilka banker som erbjuder BankID under lanken
Ladda ner e-legitimation.

< Nordea

> Telia ICA Banken, Posten, SEB, Skatteverket

myndigneter ROMAB
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p pensionsmyndigheten

4+ e-legitimation

4+ personlig kod

myndigneter ROMAB
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p rekryterings myndigheten
4+ personlig koa

myndigneter ROMAB
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p nordea
p telia
p bank ia

Nordea ¥ TELW

Bank

Handelsbanken skandia: |

Lq Linsforsidkringar "

BankID

KEN Spurbun ken S)'d

awedbank @

och Sparbankerna

TELA gmemglEB TELWA genem| CA Banken

e-legitimation

ROMAB

Robert Malmgren AB
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p rekomenderar den SENASTE sakerhetsuppdateringen

Operativsystem Rekommenderade webblasare

Windows XP Internet Explorer 7 - 9*
Windows Vista Mozilla Firefox 8
Windows 7 Google Chrome 15

Mac OS X 10.5 Mozilla Firefox 3.6*
Mac OS X 10.6
Mac OS X 10.7

* Anvand 32-bitars for din webblasare.

noraea, ROMAB

Robert Malmgren AB
Friday, November 18, 11




p rekommenderar UPPDATERADE program

Firefox Firefox 4 Safari4 Google Internet Internet Internet
3.0.7 och och Chrome Explorer Explorer Explorer
och senare senare 7 8 9

senare

Windows XP k

-k

Windows
Vista 32-bit

Windows
Vista 64-bit

(32-bit)* (32-bit)* (32-bit)* (32-bit)* (32-bit)* (32-bit)*

Windows 7
32-bit

Windows 7
64-bit

(32-bit)* (32-bit)* (32-bit)* (32-bit)* (32-bit)*

Mac OS X
10.5

Mac OS X
10.6 & 10.

Linux ’
Ubuntu x
32-bit 10.04

och senare

7

* 32-bitars version av webblasare kravs

° ** BanklID sakerhetsprogram maste uppdateras till senaste version
b a)nl :_ 1 d Robert Malmgren AB
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p rekomenderar inget

telia

Friday, November 18, 11

Operativsystem

For att du ska kunna anvénda din e-legitimation korrekt bér du ha nagot av féljande

operativsystem:
* MS Windows: XP (endast 32 bitars), Vista (32 och 64 bitars) eller Windows 7 (32 och
64 bitars)
Mac: Mac OS X version 10.5 (Leopard), 10.6 (Snow Leopard, 32 och 64 bitars), 10.7
(Lion)
Linux: Ubuntu 10.04 och 10.10

Webblisare

For anvindning av Telia e-legitimation stéds féljande webblédsare:
+ MS Windows: 32-bitarsversioner av Internet Explorer 7.0, 8.0 och 9.0 samt Firefox
3.5,3.6,40och6
* Mac: Safari 5, 5.1 samt Firefox 3.5, 3.6, 4 och 6
¢« Ubuntu: Firefox 3.5, 3.6, 4 och 6

Hur vet jag vilken version av Firefox som ér Installerad pa datorn?

- Windows - Oppna ett Firefox fénster. Klicka pa Hjilp - Om Mozilla

- MAC - Oppna ett Firefox fénster. Hgst upp till viinster, klicka p4 Menyvalet Firefox - Om
Mozilla Firefox.

- Linux - Oppna ett Firefox fénster. Klicka pa Hjilp - Om Mozilla

NGO

Robert Malmgren AB




p skadlig kod pa natet

p javascript

p flash

EVE)

p laddar ner pdf med skadlig kod
p laddar ner bild med skadlig kod

attackvektorer ROMAS




p uppdatera program
p svartlista e godkanda program

p branavaggar

skydd igar ROIAB




Warning - visiting this web site may harm your computer!

Suggestions:

e Return to the previous page and pick another result.
e Try another search to find what you're looking for.

Or you can continue to http://www.iphonedevsdk.com/ at your own risk. For detailed information about the problems we found, visit Google's
Safe Browsing diagnostic page for this site.

For more information about how to protect yourself from harmful software online, you can visit StopBadware.org.

If you are the owner of this web site, you can request a review of your site using Google's Webmaster Tools. More information about the
review process is available in Google's Webmaster Help Center.

Advisory provided by (:g) .«:[g
L

p sandladetekniker

skvdd idag ROMAB
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p sandbox
) app armor
p selinux

p jalls

p chroot

p zoner

p virtualisering

sandladetekniker ROIAB




p selinux

4+ fedora

4 redhat

4 selinux sandbox
) apparmor

4 ubuntu

p virtualisering

4 cubes

sanadbox [inux ROMAB




fle Edt View Go Message EV§ [random] Passwords. The only constant n life - The H Security: News and Features - Mozilla firefox

Get Mail v wite v ) ad File Edit View History Bookmarks Tools Help

Inbox E http://www.h-online.com/secunty/news/item/Passwords-The-only-constant-in-kfe-1030 v v
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Passwords: The only constant in life
Nokia Ovi Mapy

According to a survey (German language Iink) conducted by Bezpiama
research instilule Forsa on behall of the German Bitkom indusiry nawgacja GPS w
‘ telefonie Nokia
Pobierz teraz!

1ssociation, 41% ol Germans never change the access codes to
their online bank accounts, mailboxes, auction stes, PCs or
maobile phones unless they have to. Only one in six users (17%)
changes important PINs and passwords at least once every e
quarter. "Fidelity doesn't pay when it comes to passwords - the most important " Unlimited Linux

passwords should be changed every three months”, said Dieter Kempf, a ’ ‘ Support

member of Bitkom's presiding committee Don't Know Linux?

: "o " We Can Help

Your IT Staff With available!
Remote/Email

one in nine (11%) at least changes them annually. Six per cent change their ] Suppon

One in twelve users (8%) only changes access codes avery few yaars, while

passwords every six months on average, nine per cent change them quarterly,

seven per cent monthly, and one in a hundred users even changes them Internet Toolkit Nk uGa
aa 2 nel that w ~et ) anans allepsze

weekly. The survey found that women change thes most important passwords IR TN ‘ -

REDN AR AR T P > 26zt o AN L . hd o T Executive

less frequently than men: 45% never do (men: 38%), only 12% change them al A i Virys Subnet caiculator MBA na

!

'

@ast once every quarter (men: 24%). According to Bitkom, teenagers and young TR P Untwersytecie

IaNAdAhox lInux
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p Lyser med sin franvaro, endast 2 skrivbordsprogram
p google chrome

p adobe reader X (google sandbox)

p negativa dacilar

p vistat anvander aven “integrity protection’” (bantad biba)

Sandb OX Windows ROMAB




p 10s krdaver sandboxing

p mac osx har mojlighet till sandboxing sedan 0.5

p mac osx har sandboxing som anvandarvanligt tillval via
xcode

p app store kraver sandboxing | mars 2012

sandpox apple ROMA
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Sandlédén | OS X inte saker
~ MQCWorio

Snart kommer Apple krava att appar i Mac App Store anvander OS
X:s sa kallade sandlada, men denna har nu visat sig vara latt att
kringga.

Sandbox 0sakert ROMAS




p fOrutsatter att program anvander hemkatalogen

O
} fa Val Entitlements (¥ Enable Entitlements

Entitlements File IronSettings
iCloud Key-Value Store com.romab.lronSettings

iCloud Containers | com.romab.lronSettings

+

App Sandbox ¥ Enable App Sandboxing

File System | None -

Allow Downloads Folder Access

Network Allow Incoming Network Connections

Allow Outgoing Network Connections

Hardware Allow Camera Access
Allow Microphone Access
Allow USB Access
Allow Printing

Allow Address Book Data Access
Allow Location Services Access

Allow Calendar Data Access

Music Folder Access | Read Access :
Movies Folder Access | Read/Write Access +

Pictures Folder Access | None

sgnNdbhox 1 xcode ROMAB
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p mindre granuldritet

(if (entitlement "com.apple.security.network.server")
(allow network-inbound (local ip)))

(allow network-inbound
(local tcp "*:88")
(local udp "*:88"))

sandbox 1 Xxcode ROMA




p fatal program
p safari och quicktime sandboxar parsing av data
p photo sandboxar phototstream

p manga temporadra fixar

o lemporary fixes
; <rdar://problem/9261425>, <rdar://problem/93/61/0>
(allow file-read™ file-write™

(mount-relative-regex #"~/\.Trashes(/|$)")
(home-subpath /. Trash™))

apples sandobox ROMAB



rdar://problem/9261425
rdar://problem/9261425
rdar://problem/9376170
rdar://problem/9376170

p anvander osx seatbelt/sandbox
p anvander INTE entitlements
4 otillracklig granularitet

4+ otillracklig determinism

p Cocoa launcher som startar perl for att bygga sandboxen
4 opensource :-)
4 oratis :-)
4 Fortfarande mindre usability-buggar. :-/

ronsulte ROMAB
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sandboxd[2320] ([95124]): firefox-bin(95 |1 24)
com.apple.CFPasteboardClient

sandboxd[1361] ([95124]): firefox-bin(95124)
com.apple.quicklook.ui.helper

sandboxd[98737] ([95124]): firefox-bin(95124) /
Users/andreas/Library/

Preferences/.GlobalPreferences.plist.lockfile

sandboxd[98737] ([95124]): firefox-bin(95124)

[Users/andreas/Library/Preferences/.GlobalPreferences.plist

sandboxd[98740] ([95124]): firefox-bin(95124) /
Library/Preferences/SystemConfiguration/preferences.plist
sandboxd[98742] ([95124]): firefox-bin(95124) /

Library/Preferences/SystemConfiguration/preferences.plist

sandboxd[98743] ([95124]): firefox-bin(95124)
[Users/andreas/Documents

sandboxd[98743] ([95124]): firefox-bin(95124)
/Volumes/NO NAME

Friday, November 18, 11
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